ICN.IOWA.GOV

ICN

IOWA COMMUNICATIONS NETWORK
12 ICN FACTS

WHAT SETS ICN APART FROM OTHER BROADBAND PROVIDERS

Since the early 1990s, the ICN has been dedicated to our customers, providing innovative, secure and
reliable connectivity using the statewide fiber optic Network. Our customers realize that high-speed
Internet and bandwidth capacity are valuable, as more users are integrating virtual applications, moving
data to the cloud, or requiring security solutions.

Here are 12 facts to familiarize yourself with what the ICN has to offer.

1

Dedicated Account Team. Our dedicated sales team, sales engineers, project managers, and support
staff offer our customers the industry expertise needed. Many team members have been loyal to the
Network for 15-25 years, which shows the one-of-a-kind dedication our employees have for the Network
and our users. Your project will be in good hands from start to finish when you work with the ICN.

Security Team. Cybersecurity is one of the fastest growing industry areas, and ICN has been dedicated
to providing security products and resources to our users since the 1990s by operating and maintaining
the State Firewall. We also provide all users a variety of security services: Firewall, DDoS Mitigation,
Penetration Testing, and Incident Response. The DDoS platform monitors all IP traffic across the state and
mitigates DDoS events as they occur within our customer’s network.

Fiber Optics in the Ground. Our greatest asset is our fiber optics, which are mostly buried under the
ground. This means our Network and connectivity is protected from inclement weather. This was a huge
benefit for our customers during the Derecho storms in 2020.

Local NOC Support. When you need support, you can rest assured that you will be contacting
personnel from lowa. Our lowa-based Network Operations Center (NOC) is always available 24/7/365.

Private Network. The closed Network is ONLY available for our education, healthcare, government,
and public safety users. This is highly valued for redundancy, reliability, and security.

Responds Quickly During Emergencies. We know that connectivity is even more important during
emergencies. In the early days of COVID-19 (March 2020), ICN provided 13 hospitals with bandwidth
increases at no charge within 48 hours of the submitted request. In addition, 16 government agencies
received bandwidth increases and Voice users across the State implemented mobility features. Additionally,
ICN increased State Ethernet and Internet bandwidth by 41.7Gb to support additional remote operational
services utilized by government teleworkers.
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7 Uptime is Critical. As a telecommunications carrier, our responsibility is ensuring that the Network
is reliable and highly available when delivering service to our users. Our users require an ‘always on’
connection. Our Network demonstrates 99.999% reliability.

8 With Uptime, comes Redundancy. The Network operates a 100 GB core, which includes an optical
ring architecture that provides redundant paths. With over 170+ rings, this allows data traffic to flow
bidirectional establishing better network reliability. With the ring protection, different traffic routes are
available. If a path is damaged due to an unplanned fiber cut, the equipment throughout the Network will
automatically reroute the traffic, which reduces the chance of customer downtime.

9 Network Peering. Private and Public peering. Public and private peering allows networks to connect
to each other directly without having to carry traffic across the Internet. This improves performance and
efficiency for both our customers and ourselves. ICN has both national and local peering from Microsoft,
Apple, Google, Amazon (AWS) to Mediacom.

10 Customer Portal. Customers can order services and submit/monitor support tickets and incidents
online. This dedicated portal is our recent addition to be the one-stop-shop for customers.

11 One Bill. Customers will appreciate receiving one bill from the ICN for all services, including procured
services from outside vendors on behalf of the customer. We can provide customization to customer
invoices, if requested such as by accounting string, location, department or service.

12 Contracting Team. We provide the best Service Level Agreements (SLAs), and have master contracts
for services. Our team follows State of lowa procurement guidelines, and has a strong experience in
competitive bidding and negotiating.

_ There’s a lot of innovation happening at the ICN.
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